
 

 

Security Hardening And The Implementation Of     
Office 365 Backup 

 

Project Goal: 
Improve security at both a network, and 
cloud level, as well as the introduction of 
a 365- backup solution. 

 

“Due to further growth, I see it important that 
we continue to invest money into our IT and 
Cyber Security to further protect the business. 
After hearing stories at other local businesses 
falling victim to ransomware attacks, I simply 
couldn’t allow us to fall into this category and 
made the decision to invest in these areas”. 

 
- Aled Davies, Managing Director 

CMS & Sons 
 
 

The Client: 
CMS & Sons 
Established in 2004, CMS Teamwear has 
grown to become one of premiere teamwear 
and promotional clothing suppliers in Wales 
and the Southwest. This has been achieved 
with a fast turnaround on orders, good value 
for money products and strong relationships 
with our customers. 

 
 
 

 

Case Study 



 

 
 

Project Scope: 
As part of CMS’ Managed Service Review (MSR), CSG undertook and IT Audit to create a 
report that outlines any pain-points within their IT environment. Reviewing all aspects of 
their internal network and cloud operations, it was identified improvements could be made 
from a security standpoint, as well as introducing a backup solution for their 365 platform; 
as a user of both Exchange and OneDrive, access controls and backups were of paramount 
importance. 

 
“Like many of our clients, Aled had ideas of where he’d like to get to from a security 
perspective, but didn’t have a solid understanding of what was achievable from the 
platform, nor how to implement such procedures. This is the focus of the MSR, we want to 
help clients understand their infrastructure and where concerns lie.” 

 

-Dameon Merilaht, Account Manager, CSG 
 
 
 

The Solution: 
To restrict unauthorised access to CMS’ Office 365 platform; Conditional Access, Geo- 
Fencing and Multi-Factor Authentication configurations were implemented, restricting user 
access based on their IP Address, location and a One-Time-Passcode (OTP) was required on 
new devices. In addition to this, additional configurations were put in place around alerting, 
auditing, anti-phishing and anti-spam policies, as well as email authentication rules via 
DKIM, DMARC & SPF, the latter helping to eradicate spoof emails from CMS’ domain. 

 
Backups were introduced for the entire 365 Platform; 3x Daily Backups of Exchange and 
SharePoint, ensuring all company data and emails held within this platform were 
recoverable in the event of a ransomware attack, as well as accidental and malicious 
deletion. 

 
To further enhance cyber-security, Sophos’ Anti-Ransomware protection was installed 
across all Endpoints as an upgrade to their existing Anti-Virus, as well as the introduction of 
Sophos Email Security, which filters malicious emails off-site and limits what emails reach 
the employee mailboxes and ultimately, their IT network. 

 
“CSG have clearly taken time to review our IT systems and provide recommendations that 
are best suited to our business. They’ve helped educate me on how to get the most out of 
our cloud environment, as well as implementing best practices to aid data protection and 
security” 

 
Aled Davies, Managing Director, CMS & Sons 
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